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Abstract

Cloud computing is the next generation of information technology, using cloud computing we can
access remote data. We can purchase storage space, we can develop application software etc. the
security related to cloud data storage is main concern. To provide security to cloud data storage we are
implementing such a system that not only provide security but also maintain privacy between third
party auditor and cloud service provider.
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1. Introduction

Cloud computing is a model for enabling convenient on demand network access to a shared
pool of configurable computing resources like networks, servers, storage, applications. Cloud
storage system enables storing of data in the cloud server efficiently and makes user to work
with the data without any trouble of the resources. Cloud Computing is evolving and
considered next generation architecture of computing. Cloud computing is a combination of
computing

Centers recourses accessible via internet.

Historically the client and organizations store data in data with firewall and other security
techniques used to protect data against intrudes to access the data.

in cloud computing, since the data is stored anywhere across the globe, the client
organization have less control over the stored data. To built the trust for the growth of cloud
computing the cloud providers must protect the user data from unauthorized access A trusted
3rd party cloud provider be used to provide security services, while the other cloud provider
would be data storage provider. The trusted 3rd party security

Service provider would not store any data at its end, and its only confined to providing
security service.

The application or software will provide data integrity verification by using hashing
algorithm like SHA-1 and provide encryption/decryption using symmetric algorithm like
AES, and defining band of people who can access the shared data securely can be achieved
by defining access list. The Software is only responsible for encryption /decryption,
computing/verifying the hash of the data and does not store any data in trusted 3rd party
security system server. The encrypted data along and original data

hash are stored in Separate Cloud (Security Cloud), therefore even if the storage cloud
Privacy Preserving Public Auditing For Secure Cloud Storage system administrator has
access user data, since the data is encrypted it will be difficult for the

system administrator to understand data. Which have encrypted While the user down-loads
the data from Storage Cloud, it is decrypted first and then new hash is calculated which is
then compared with hash of original data stored in Security Cloud. Finally, this
software/application provides the user with the ability to store the encrypted data in Storage
cloud and hash and encryption/decryption keys in security cloud service, and no single cloud
service provider has access to both. Other benefit of delegating responsibility to trusted 3rd
party is that it reliefs the client from any kind of key management or over head is
maintenance of any key information related to data on it device,because of which it allows
the client to use any browser enabled devices to access such service.
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1.1Public cloud

Public cloud are clouds that are run by third-party service
providers. In this deployment model, various types of
applications from different customers are likely to be hosted
together, on the same cloud infrastructure. Public clouds are
open to the consumers but the cloud service provider has the
full ownership with its own policy.

1.2Private cloud

A private cloud built exclusively for use by one organization.
In this model the organization itself owns the cloud and has
full control of deployment and application use.

1.3Hybrid cloud

It is usually combination of public and private cloud.
Organizations use the hybrid cloud model to optimally utilize
in-house resources.

1.4. Cloud computing service models

1.4.1. Software as a service - It is a software distribution
model in which applications are hosted by a service provider
and make available to customers over a network.

1.4.2. Platform as a service - It is a development platform
provided as a service which supports the full software life
cycle. It allows users to develop cloud based services and
applications

1.4.3. Infrastructure as a service-It is a cloud service model
that provides basic data storage and computing capabilities
as standardized services over the network. Resources, such
as servers, routers, data stores.

1.5. Security issues in cloud

Every coin has two side. There is criticism about privacy in
cloud model, because of the fact that administrator have
access to data stored in the cloud. They can access the client
data. Traditional security and protection techniques need a
for cloud. Except for private cloud where organization does
not have control over the equipment, the process of cloud
seems little slow, because organization thinks instead of
compromising on the security of the data, they are still
willing to invest in buying private equipment to setup
thereown infrastructure. Security issues which are of concern
to the client can be classified into sensitive data access, data
segregation, bug exploitation, recovery, accountability,
malicious insiders, account control issues. Like cryptography
, use of more than one cloud provider, strong service
agreement between client and cloud service provider. Heavy
investment is needed to secure the compromising data in
cloud. Cloud can be grow only if it is possible to build in
client and server.

2. Literature survey

This work studies the problem of ensuring the integrity of
data storage in Cloud Computing. The particular, we can
consider the task of allowing a third party auditor (TPA), on
behalf of the cloud client that verify the integrity of dynamic
data stored in the cloud. The introduction of Third Party
Editor eliminates the involvement of the client through the

auditing of whether his data stored in the cloud is indeed
intact that can be important in an achieving economies of
scale for Cloud Computing. To support data dynamics via
the most general forms of data operation, block modification,
insertion, deletion, is also a significant step toward
practicality, services in Cloud Computing are not limited to
archive or backup data only. While prior works on remote
data integrity often lacks the

support of either public auditability or dynamic data
operations, this paper achieves both. Extensive security and
performance analysis show that the proposed schemes are
highly efficient and provably secure.

Automaton to transition and pattern matches without the
need for backtracking.

This system provides less security as compared to the system
in which encryption/decryption algorithms are used.This
system is inconvenient. This system does not provide data
recovery

3. PROPOSED SYSTEM

The system propose an effective and flexible distributed
scheme with explicit dynamic data support to to ensure the
correctness of users data in the cloud. To fully ensure the
data integrity and save the cloud users computation resources
as well as online burden, critical importance to enable public
auditing service for cloud data storage, the user may resort an
independent third party auditor (TPA) to audit the outsourced
data when need. The TPA, who expertise and capabilities
that users do not It periodically check the integrity of all the
data stored in the cloud on behalf of the users, which
provides a much more easy and affordable way for the users
to ensure their storage correctness in the cloud.

Using the homomorphic token with distributed verification
of erasure coded data, this system achieves the integration of
storage correctness insurance and data error localization.
This system is highly efficient.

This system is provide privacy.

This system guarantees the data dependability

To construct Web service system which would provide data
integrity verification, provide encryption/decryption of the
consumer data

Defining access list for sharing data securely with specific
band of individuals.

To construct thin client application which would call this
web service before uploading /downloading the data to and
from cloud.

4. System architecture
TPA
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Figl: System Architecture
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4.1. Setup:

The user initializes the public and secret keys using AES
algorithm and then calculate the hash of the file and send it
to the third party auditor.

4.2. Audit:

The TPA issues an audit message or challenge to the cloud
server to make sure that the cloud server has retained the data
file F properly at the time of the audit. That cloud server will
derive a response message. TPA verify the hash and maintain
the log. If something happen wrong related to data then TPA
send message to the Client.

5. Modules

5.1. User

An entity, large data files to be stored in the cloud and relies
on the cloud for data maintenance and computation, can be
either individual consumers or organizations.

5.2. Cloud storage server

The entity, that is managed by Cloud Service Provider
(CSP), has significant storage space and computation
resource to maintain the client data.

5.3. Third party auditor

An entity, which has expertise and capabilities that clients do
not have, is trusted to assess and expose risk of cloud storage
services on behalf of the clients upon request.

The data owner registered with cloud service provider and
stores their data in cloud server by using the private key. To
check the integrity of data stored in cloud server, the data
owner sends request to Tpa. The TPA audit the files stored in
cloud server by using top hash value which it get from the
data owner. Running a public auditing system consists of two
phases,

5.4. Attacker module
The attacker module is used for breaking security of a cloud
data storage.

5.5. System Features

Batch Auditing: To enable TPA with secure and efficient
auditing capability to cope with multiple auditing delegations
from possibly large number of different users
simultaneously.

Public auditability: To allow TPA to verify the correctness
of the cloud data on demand without retrieving a copy of the
whole data or introducing additional online burden to the
cloud users.

Privacy preserving: To ensure that the TPA cannot derive
users data content from the information collected during the
auditing process.

5.6 Advantages
Lightweight: TPA perform auditing with minimum
communication and computation overhead.

Storage correctness: To ensure that there exists no cheating
cloud server that can pass the TPAs audit without indeed
storing users data intact.

Our scheme is the first to support scalable and efficient
privacy preserving public storage auditing in Cloud.
Specifically, our scheme achieves batch auditing where
multiple delegated auditing tasks from different users can be
performed simultaneously by the TPA in a privacy
preserving manner.

Goals

The goal of our project is to provide the security for the data
that are stored in the cloud and to increase the security
level& to securely introduce an effective TPA.

Objective

Our objective is to build a security service which will be
provided with a trusted 3™ party, and would lead to providing
only security services and wouldn't store any data in its
system. Detailing it further.

Scope

To support scalable and efficient privacy-preserving public
storage auditing in cloud. The mechanism on commercial
public cloud

An important future extension, that is expected to robustly
cope with very large scale data and thus encourage users to
adopt cloud storage services more confidently.

6. Conclusion and Future Work

In cloud computing the Third Party Auditor guarantee that
the cloud service provider & also itself TPA would not learn
any knowledge about the data that is stored on the cloud
server. During the efficient auditing process, it not only
eliminates the burden of cloud user from the tedious and
possibly expensive auditing task, but also alleviates the users
fear of their outsourced data leakage. The partitioning of data
will enables storing of the data in easy and effective manner.
It also gives way for flexible access and there is less cost in
data storage. The space and time will also effectively reduce
during storage. Dynamic operation it is another key concept,
encoding and decoding process secures data, when storing
into cloud. Also the remote data integrity checking detects
the threats and misbehaving server while storing the data in
cloud ensuring data security. Calculating digital signature
may secure file more efficiently.
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