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Abstract 
Distributed System Single Sign On is an authentication mechanism which allows a user with single 
credential authenticated by one or more than one Service Providers in Distributed System. Recently, 
Mr Chang and Mr Lee enhance their previous scheme and they claimed that proposed scheme is more 
secure than last one SSO mechanism. 
In this paper, System implement disadvantages of their scheme, their Single Sign On mechanism 
having two types of attacks, first one is a malicious service is communicate with the user 
successfully, then recover the credential and access service providing by another service. Second one 
is, illegal user without credential access the services by impersonating existent or non-existent user.  
Their scheme is based on RSA Encryption; we implement their disadvantages by using efficient 
Digital Signature with RSA for enhance more security. 
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1. Introduction 

The Distributed Computer Network several users and several service providers. It allows all 
users to access multiple services provided by service providers [1],[2]. User authentication is 
also play important role in the Distributed System for identifying legal user and provides 
service to them. To avoid non-existent user or malicious servers we need authenticate the 
service providers. After authentication, session key play important role to keep data 
confidentiality when data transaction in between user and service provider [3], [4]. 
In that process legal user anonymity is impotent to protected [3], [5]. Usually, it is not 
practical a user maintain different identity and password for multiple services that is 
increasing `workload of users and service providers. To overcome this problem, the single 
sign-on mechanism [7] has been proposed so that, after receiving a credential from a trusted 
authority. 
In this paper, System implementing the Chang–Lee scheme [8] are insecure by proposing 
two types attacks, first one is credential recovering and second one is malicious user without 
credentials. In first one, a malicious service provider who communicates with the user twice 
can recover the credential of that user and user this credential to access services and 
resources behalf of user. The second one is non-existent user impersonate legal user and act 
as user, since without having valid credential access the services and resources. These attacks 
that mean the Chang–Lee Single Sign On scheme failure to provide credential privacy and 
soundness, which are important requirements of SSO scheme. To implement these 
disadvantage of SSO, we propose enhance scheme for user authentication. We employ RSA 
with the encryption of signatures [9] to verifiably encrypt credential. Signature with the RSA 
enhances the security. 
 
1. Related Works 
In 2000, Lee and Chang [12] proposed a user identification and key distribution scheme to 
maintain user anonymity in distributed computer networks.  
Later, Wu and Hsu [13] pointed out that Lee-Chang scheme is insecure against both 
impersonation attack and identity discovery attack. Meanwhile, Yang et al. [14] identified a 
weakness in Wu-Hsu scheme and proposed an improvement. 
In 2006, however, Mangipudi and Katti [15] pointed out that Yang et al.’s scheme suffers 
from DoS (Deniable of Service) attack and presented a new scheme.  
In 2009, Hsu and Chuang [16] showed that both Yang et al. and Mangipudi-Katti proposed 
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schemes were insecure under identity discovery attack, and 
proposed scheme an RSA-based user identification scheme to 
overcome the drawbacks. Contrariwise, it is usually not 
practical by asking one user to maintain different pairs of 
identity and passwords for different service providers, 
meanwhile this could increase the workload of both users and 
service providers as well as the communication overhead of 
networks.  
To tackle this problem, single sign-on (SSO) mechanism [17] 
has been introduced so that after obtaining a credential from a 
SCPC, each legal user can use this single credential to 
authenticate itself and then access multiple service providers. 
Instinctively, an SSO scheme should meet at least two basic 
security requirements, soundness and credential privacy. 
Soundness is an unregistered user without a credential should 
not be able to access the services offered by service providers. 
Credential privacy guarantees that malicious service providers 
should not be able to fully recover a user’s credential and then 
impersonate the user to log in other service providers. 
Formal security definitions of Single Sign-On schemes were 
given in [18]. Chang and Lee made a careful study of Single 
Sign-On mechanism. Firstly, they claimed that Hsu-Chuang 
user identification scheme, essentially an Single Sign-On 
scheme, has two weaknesses:(a) An outsider can forge a valid 
credential by mounting a credential forging attack since Hsu-

Chang scheme employed naive RSA signature without any 
hash function to issue a credential for any random identity 
selected by a user and (b) Hsu-Chuang scheme requires clock 
synchronization since timestamp is used in their scheme. 
Then, Chang and Lee proposed stimulating RSA based Single 
Sign-On scheme, which is highly efficient in computation and 
communication, and does not rely on clock synchronization by 
using nonce instead of timestamp. Finally, they proposed 
efficient security analysis to show that their SSO scheme 
supports secure mutual authentication, session key covenant, 
and user privacy. 
In [18], Han et al. proposed a generic SSO construction which 
relies on broadcast encryption plus zero knowledge (ZK) proof 
showing that the prover knows the corresponding private key 
of a given public key. So, obliquely each user is implicit to 
have been issued a public key in a public key infrastructure 
(PKI). In the setting of RSA cryptosystem, such a ZK proof is 
very ineffective due to the complexity of interactive 
communications between the prover (a user) and the verifier. 
So, compared with Han et al’s generic system, Chang-Lee 
scheme has several attracting features: less underlying 
primitives without using broadcast encryption, high efficiency 
without recourse to ZK proof, and no requirement of PKI for 
users. 
 

 
Table 1: Notations used in the algorithm 

 

 
 

2. Proposed Scheme 
1. Initialization 

I. Select two large prime p and q and calculate N=p*q 
II. Determine key pair (e,d), ed= 1 mod Φ(N) 

a. Where , Φ(N)=(p-1)*(q-1) 
III. Select generator g over fields Z*n 

a. Where, n is large odd prime number 
IV. Protect d, and publish (e,g,n,N). 

 
2. Registration 

I. After request of user ௜ܷ SCPC gives ܦܫ௜ to user and ௜ܵ ൌ
݄ሺܦܫ௜ሻ

ଶௗ  ݉݀݋ ܰ. 
II. As user Service provider is also register to SCPC and each 

Service Provider ௝ܲwith the identity ܦܫ௝ maintain key pairs 
of signing and verifying keys.  

a. ߪ௝൫ܵܭ௝ ,   ,൯ signing key݃ݏ݉
b. ܸ݁ݎ൫ܲܭ௝, ,݃ݏ݉  .௝൯ Verifying keyߪ

,1 ݎ݋ 0 ݏ݅ ݐݑ݌ݐݑ݋  .ݕ݈݁ݒ݅ݐܿ݁݌ݏ݁ݎ ݈݀݅ܽݒ ݎ݋ ݈݀݅ܽݒ݊݅ ݏ݅ ݁ݎݑݐܽ݊݃݅ݏ
 
3. Authentication 
1. User ௜ܷ send request to Service Provider ௝ܲ. 

,ݍ݁ݎ1ሺ݃ݏ݉ ݊1ሻ. 
2. ௝ܲ calculate its session key ܼ ൌ ݃௞ ݉݀݋ ݊  
3. Set ݑ ൌ ݒ ௝|| ݊1 and issueܦܫ||ܼ ൌ ,௝ܭ௝൫ܵߪ  .൯ݑ

4. ௝ܲ send ݉݃ݏ to ௜ܷ. ݉2݃ݏሺܼ , , ݒ ݊2ሻ  
5. User sets ݑ ൌ ൫ܼ||ܦܫ௝||݊1൯and verify ܸ݁ݎ൫ܲܭ௝, ,ݑ ൯ݒ ൌ 0 

if output is 0 signature is invalid user terminate 
conversation or accept signature of ௝ܲ. 

6. User select random number ݐ and calculate ݓ, ݇௜௝,  .௜௝ܭ
Where, ݓ ൌ ݃௧݉݀݋ ݊. , ݇௜௝ ൌ ܼ௧݉݀݋ ݊. , ௜௝ܭ ൌ

݄ሺܦܫ௝||݇௜௝ሻ 
7. For authentication user encrypt signature ௜ܵ. ଵܲ ൌ ௜ܵ ∙

ଶܲ ݀݊ܽ ܰ ݀݋௥݉ݕ ൌ  ݃௥݉݀݋ ܰ. Where r is random 
integer with fixed length. 

8. Then user calculate two commitment 
a. ܽ ൌ ሺݕ௘ሻ௥ଵ݉݀݋ ܰ 
b. ܾ ൌ ݃௥ଵ݉݀݋ ܰ. 

9. For NIZK proof calculates.  
a. ݀௫ ൌ ݄൫ܭ௜௝||ݕ||2݊||ݓ௘௥|| ଶܲ||ݕ௘||݃||ܽ||ܾ൯ 
b. ݏ ൌ 1ݎ െ ݀௫ ∙   ݎ

Then ݔ ൌ ሺ ଵܲ, ଶܲ, ܽ, ܾ, ݀௫,  ሻݏ
10. User encrypt his ܦܫ௜ , new nonce ݊3, ௝ܲ

ᇱݏ nonce using 
session key ܭ௜௝. 

a. Cipher text ܥ ൌ ௄೔ೕܧ
ሺܦܫ௜||݊2||݊3ሻ. 

11.  ௜ܷ send ݉݃ݏ to ௝ܲ. ݉3݃ݏሺݓ, ,ݔ  .ሻܥ
12. ௝ܲ decrypt cipher text received by user and recover 

ሺܦܫ௜||݊2||݊3ሻ 
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13. And compute 

௘௥ݕ ൌ
ଵܲ

௘

݄ሺܦܫ௜ሻ
ଶ݉݀݋

ܰ 

 
a. ܽ ൌ  ሺݕ௘ሻ௦ ∙ ሺݕ௘௥ሻ௖݉݀݋ ܰ 
b. ܾ ൌ ݃௦ ∙ ଶܲ

௖݉݀݋ ܰ 
 

14. ௝ܲ verify ሺܿ, ሻݏ ∈ ሼ0,1ሽ௞ ൈ േሼ0,1ሽ∈ሺ௟ಸା௞ሻାଵ. if output is 
negative terminate conversation otherwise accept msg to 
user with nonce ܸ ൌ ݄ሺ݊3ሻ. 

 .ݎ݁ݏݑ ݋ݐ ሻݒ4ሺ݃ݏ݉ .15
16. User check ܸ ൌ ݄ሺ݊3ሻ.  if true then proceed .ݐ݋݊ ݎ݋ ݁ݑݎݐ

otherwise terminate conversation. 
 
Encryption and Decryption-: 
ElGamal Public key encryption algorithm is used for the 
encryption and decryption between user and the provider. The 
ElGamal Algorithm provides an alternative to the RSA for 
public key encryption. 
1. Security of the RSA depends on the difficulty of factoring 

large integers. 
2. Security of the ElGamal algorithm based on the difficulty 

of computing discrete logs in a large prime modulus 
Data which is send from each provider to user is encrypted and 
send to user, then user decrypts it and the original data is 
regained. All these encryption and decryption are done using 
Elgamal Public key encryption algorithm. This implemented in 
Java using socket programming and it uses server programs 
and client programs. We can run the providers parallel by 
using multithreading features of Java. 
Elgamal has the advantage that the same plaintext gives a 
different Cipher text each time it is encrypted. The ElGamal 
Algorithm provides an alternative to the RSA for public key 
encryption. Security of the ElGamal algorithm depends on the 
difficulty of computing discrete logs in a large prime modulus. 
ElGamal has the disadvantage that the cipher text is twice as 
long as the plaintext. Elgamal is quite slow. 
 
ElGamal-: 
To overcome the drawback in the Chang-Lee scheme [8], we 
propose an improvement by implementing ElGamal Public key 
encryption algorithm.  
Elgamal comprises two users. In Elgamal, 
 Each user has a private key x  
 Each user has three public keys: prime modulus p, 

generator g and public Y = gx mod p 
 Secure key size > 1024 bits (today even 2048 bits)  
 Elgamal is quite slow; it is used mainly for key 

authentication protocols 
Say Alice and Bob is two user, Prime p and generator g are 
public keys of Bob, Alice chooses the random key k, Bob 
chooses random x, then bob calculate Y as Y = g x mod p and 
send it to Alice, Alice then calculate K as K = Y k mod p, 
From the k and K Alice calculate the two cipher c1 and c2, 
C1= g k mod p and C2=M K mod p  
Then this c1, c2 send to the Bob, Bob can calculate K by K= 
ଵܥ

௑ mod p and recovers message M = ିܭଵC2 mod p , Here  
 ଵ= the inverse of K mod pିܭ
 
4. Conclusion 
In this paper, we validated two effective impersonation attacks 
on Chang and Lee’s SSO scheme [8]. The first attack shows 
that their proposed scheme cannot preserve the privacy of a 
user’s credential; therefore, a malicious service provider can 
imitate a legal user in order to enjoy the resources and services 

from other service providers. The second attack interrupts the 
soundness of authentication by giving an outside attacker 
without credential the chance to impersonate even a unreal 
user and then easily access resources and services provided by 
service providers. We also debated why their well-organized 
security arguments are not strong enough to assurance the 
security of their SSO scheme.  
In addition, we clarified why Hsu and Chuang’s scheme [6] is 
also vulnerable to these attacks. Also, by employing an 
efficient verifiable encryption of RSA signatures introduced by 
Ateniese [9], we proposed an upgraded Chang–Lee scheme to 
achieve soundness and credential privacy. As future work, it is 
stimulating to formally define authentication soundness and 
construct efficient and provably secure single sign-on schemes. 
Based on the draft of this work [10], a initial formal model 
addressing the soundness of SSO has been proposed in [11]. 
Further research is essential to inspect the maturity of this 
model and study how the security of the improved SSO 
scheme proposed in this paper can be formally proven. 
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