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Abstract

The security issues for cloud computing, Big data, Map Reduce and Hadoop environment. It main focus
is on security issues in cloud computing that are associated with big data. Big data applications are a
great benefit to organizations, business, companies and many large scale and small scale industries. We
also discuss various possible solutions for the issue in cloud computing security and Hadoop. Cloud
computing security is developing at a rapid pace which includes computer security, network security,
information security, and data privacy. Cloud computing plays a very vital role in protecting data,
applications and the related infrastructure with the help of policies, technologies, controls, and big data
tools. Moreover, cloud computing, big data and its applications, advantages are likely to represent the
most promising new frontiers in science.
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1. Introduction

Big data is the term for data sets so large and complicated that it becomes difficult to process
using traditional data management tools or processing applications.The data and to identify
patterns it is very important to securely store,manage and share large amounts of complex
data.Cloud comes with an explicit security challenge, i.e. the data owner might not have any
control of where the data is placed.Apache’s Hadoop distributed file system (HDFS) is
evolving as a superiorsoftware component for cloud computing combined along with
integrated parts such as MapReduce. Hadoop, which is an open-source implementation of
Google MapReduce, including

a distributed file system, provides to the application programmer the abstraction of the map
and the reduce. With Hadoop it is easier for organizations to get a grip on the large volumes of
data being generated each day, but at the same time can also create problems related to
security, data access, monitoring, high availability and business continuity.Recent progress on
classic big data networking technologies, e.g., Hadoop and MapReduce, big data technologies
in could computing, big data benchmarking projects, and mobile big data networking.

2. Cloud Computing

In Cloud Computing, the word “Cloud” means “The Internet”, so Cloud Computing means a
type of computing in which services are delivered through the Internet. The goal of Cloud
Computing is to make use of increasing computing power to execute millions of instructions
per second. Cloud Computing uses networks of a large group of servers with specialized
connections to distribute data processing among the servers. Cloud Computing consists of a
front end and back end. The front end user's computer and software required to access the
cloud network. Back end consists of various computers, servers and database systems that
create the cloud. The user can access applications in the cloud network by connecting to the

cloud using the Internet.
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Fig 1: Cloud Computing
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3. Hadoop

Hadoop is an open-source software framework for storing
and processing big data in a distributed fashion on large
clusters of commodity hardware. Essentially, it accomplishes
two tasks: massive data storage and faster processing.
Open-source software:Open source software differs from
commercial software due to the broad and open network of
developers that create and manage the programs.
Traditionally, it's free to download, use and contribute to,
though more and more commercial versions of Hadoop are
becoming available.

Framework:In this case, it means everything you need to
develop and run your software applications is provided —
programs, tool sets, connections, etc.

Distributed:Data is divided and stored across multiple
computers, and computations can be run in parallel
across multiple connected machines.

Massive storage:The Hadoop framework can store huge
amounts of data by breaking the data into blocks and
storing it on clusters of lower-cost commodity hardware.
Faster processing:Hadoop processes large amounts of
data in parallel across clusters of tightly connected low-
cost computers for quick results.

batch processing via Hadoop
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Fig 2: Hadoop

The Hadoop “brand” contains many different tools. Two of
them are core parts of Hadoop:

Hadoop Distributed File System (HDFS) is a virtual file
system that looks like any other file system except than
when you move a file on HDFS, this file is split into
many small files, each of those files is replicated and
stored on (usually, may be customized) 3 servers for
fault tolerance constraints.

Hadoop MapReduce is a way to split every request into
smaller requests which are sent to many small servers,
allowing a truly scalable use of CPU power (describing
MapReduce would worth a dedicated post).

Some other components are often installed on Hadoop
solutions:

HBase is inspired from Google’s BigTable. HBase
is a non-relational, scalable, and fault-tolerant
database that is layered on top of HDFS. HBase is
written in Java. Each row is identified by a key and
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consists of an arbitrary number of columns that can
be grouped into column families.

ZooKeeper is a centralized service for maintaining
configuration information, naming, providing
distributed synchronization, and providing group
services. Zookeeper is used by HBase, and can be
used by MapReduce programs.

4. Big Data

Big datais an all-encompassing term for any collection
of data sets so large and complex that it becomes difficult to
process them using traditional data  processing
applications.Big data is a buzzword, or catch-phrase, used to
describe a massive volume of both structured and
unstructured data that is so large that it's difficult to process
using traditional database andsoftware techniques. In most
enterprise scenarios the data is too big or it moves too fast or
it exceeds current processing capacity.
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Fig 3: BigData

Big data has the potential to help companies improve
operations and make Big data is difficult to work with using
most relational database management systems and desktop
statistics and visualization packages, requiring instead
"massively parallel software running on tens, hundreds, or
even thousands of servers".[* What is considered "big data"
varies depending on the capabilities of the organization
managing the set, and on the capabilities of the applications
that are traditionally used to process and analyze the data set
in its domain. Big Data is a moving target; what is
considered to be "Big" today will not be so years ahead. "For
some organizations, facing hundreds of gigabytes of data for
the first time may trigger a need to reconsider data
management options.

4.1 Big Data Characteristics

Big data can be described by the following characteristics:
Volume

Variety

Velocity

Variability

Veracity

Complexity

Volume — The quantity of data that is generated is very
important in this context. It is the size of the data which
determines the value and potential of the data under
consideration and whether it can actually be considered as
Big Data or not. The name ‘Big Data’ itself contains a term
which is related to size and hence the characteristic.

Variety - The next aspect of Big Data is its variety. This
means that the category to which Big Data belongs to is also
a very essential fact that needs to be known by the data
analysts. This helps the people, who are closely analyzing the
data and are associated with it, to effectively use the data to
their advantage and thus upholding the importance of the Big
Data.

Velocity - The term ‘velocity’ in the context refers to the
speed of generation of data or how fast the data is generated
and processed to meet the demands and the challenges which
lie ahead in the path of growth and development.
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Variability - This is a factor which can be a problem for
those who analyse the data. This refers to the inconsistency
which can be shown by the data at times, thus hampering the
process of being able to handle and manage the data
effectively.

Veracity - The quality of the data being captured can vary
greatly. Accuracy of analysis depends on the veracity of the
source data.

Complexity - Data management can become a very complex
process, especially when large volumes of data come from
multiple sources. These data need to be linked, connected
and correlated in order to be able to grasp the information
that is supposed to be conveyed by these data. This situation,
is therefore, termed as the ‘complexity’ of Big Data.

5. Big Data Analytics

Big data analytics is the process of examining large data sets
containing a variety of data types i.e.,big data -- to uncover
hidden patterns, unknown correlations, market trends,
customer preferences and other useful business information.
The analytical findings can lead to more effective marketing,
new revenue opportunities, better customer service,
improved operational efficiency, competitive advantages
over rival organizations and other business benefits.The
primary goal of big data analytics is to help companies make
more informed business decisions by enabling data scientists,
predictive modelers and other analytics professionals to
analyze large volumes of transaction data, as well as other
forms of data that may be untapped by conventional business
intelligence (Bl)programs. That could include Web server
logs and Internet clickstream data, social media content and
social network activity reports, text from customer emails
and survey responses, mobile-phone call detail records and
machine data captured by sensors connected to the Internet
of Things. Some people exclusively associate big data with
semi-structured and unstructured data of that sort, but
consulting firms like Gartner Inc. and Forrester Research Inc.
also consider transactions and other structured data to be
valid components of big data analytics applications.
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Big data can be analyzed with the software tools commonly
used as part ofadvanced analytics disciplines such
as predictive analytics, data mining, text
analytics and statistical analysis. Mainstream Bl software
and data visualization tools can also play a role in the
analysis process. But the semi-structured and unstructured
data may not fit well in traditional data warehouses based
on relational databases. Furthermore, data warehouses may
not be able to handle the processing demands posed by sets
of big data that need to be updated frequently or even
continually for example, real-time data on the performance
of mobile applications or of oil and gas pipelines.

6. Big Data Hadoop Architecture
Hadoop was initially inspired by papers published by Google
outlining its approach to handling an avalanche of data, and

has since become the de facto standard for storing,
processing and analyzing hundreds of terabytes, and even
petabytes of data.A fundamentally new way of storing and
processing data. Instead of relying on expensive, proprietary
hardware and different systems to store and process data,
Hadoop enables distributed parallel processing of huge
amounts of data across inexpensive, industry-standard
servers that both store and process the data, and can scale
without limits. With Hadoop, no data is too big. And in
today’s hyper-connected world where more and more data is
being created every day, Hadoop’s breakthrough advantages
mean that businesses and organizations can now find value in
data that was recently considered useless.
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Fig 5: Bigdata Hadoop Architecture
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One of the cost advantages of Hadoop is that because it relies
in an internally redundant data structure and is deployed on
industry standard servers rather than expensive specialized
data storage systems, you can afford to store data not
previously viable. And we all know that once data is on tape,
it’s essentially the same as if it had been deleted - accessible
only in extreme circumstances. Enterprises who build their
Big Data around Cloudera can afford to store literally all the
data in their organization, and keep it all online for real-time
interactive querying, business intelligence, analysis and
visualization.

6.1 The Advantages of Real-Time Big Data Analytics

Big data, the software packages provide a rich set of tools
and options where an individual could map the entire data
landscape across the company, thus allowing the individual
to analyze the threats he/she faces internally.

There are some common characteristics of big data, such as
a) Big data integrates both structured and unstructured data.
b) Addresses speed and scalability, mobility and security,
flexibility and stability.

c) In big data the realization time to information is critical to
extract value from various data

sources, including mobile devices, radio frequency
identification, the web and a growing list of automated
sensory technologies. All the organizations and business
would benefit from speed, capacity, and scalability of cloud
storage. Moreover, end users can visualize the data and
companies can find new business opportunities.If big data
are combined with predictive analytics, it produces a
challenge for many industries. The combination results in the
exploration of these four areas:

a) Calculate the risks on large portfolios

b) Detect, prevent, and re-audit financial fraud

c) Improve delinquent collections

d) Execute high value marketing campaigns

7. Security and Issues in Big Data
Cloud computing comes with numerous security issues

because it encompasses many technologies including
networks, databases, operating systems, virtualization,
resource  scheduling, transaction management, load

balancing, concurrency control and memory management.
Hence, security issues of these systems and technologies are
applicable to cloud computing. For example,it is very
important for the network which interconnects the systems in
a cloud to be secure. In addition, resource allocation and
memory management algorithms also have to be secure. The
big data issues are most acutely felt in certain industries,
such as telecoms, web marketing and advertising, retail and
financial services, and certain government activities. The
data explosion is going to make life difficult in many
industries, and the companies will gain considerable
advantage which is capable to adapt well and gain the ability
to analyze such data explosions over those other companies.
Finally, data mining techniques can be used in the malware
detection in clouds. The challengesof security in cloud
computing environments can be categorized into network
level, user authentication level, data level, and genericissues.

Network level: The challenges that can be categorized under
a network level deal with network protocols and network
security, such as distributed nodes, distributed data,
Internode communication.
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Authentication level: The challenges that can be categorized
under user authentication level deals with
encryption/decryption techniques, authentication methods
such asadministrative rights for nodes, authentication of
applications and nodes, andlogging.

Data level: The challenges that can be categorized under
data level deals with data integrity and availability such as
data protection and distributed data.

Generic types: The challenges that can be categorized under
general level are traditional security tools, anduse of different
technologies.

8. Conculsion

Cloud environment is widely used in industry and research
aspects; therefore security is an important aspect for
organizations running on these cloud environments. Using
proposed approaches, cloud environments can be secured for
complex business operations.Using big data tools to analyze
the massive amount of threat data received daily, and
correlating the different components of an attack, allows a
security vendor to continuously update their global threat
intelligence and equates to improved threat knowledge and
insight.Customers benefit through improved, faster, and
broader threat protection. By reducing risk,they avoid
potential recovery costs, adverse brand impacts, and legal
implications.we conclude that promising progresses have
been made in the area of big data and big data networking,
but much remains to be done. Almost all proposed
approaches are evaluated at a limited scale, for which the
reported benchmarking projects can act as a helpful
compensation for larger-scale evaluations. Moreover,
software-oriented studies also need to systematically explore
cross-layer, cross-platform tradeoffs and optimizations.
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